In this paper, a novel video scrambling scheme is introduced for Distributed Video Coding. The goal is to conceal video information to preserve privacy in several applications such as video surveillance and anonymous video communications. This is achieved by performing a transform domain scrambling on both Key and Wyner-Ziv frames. More specifically, the sign of the scrambled transform coefficient is inverted at the encoder side. The scrambling pattern is defined by a secret key and the latter is required at the decoder for descrambling. The scheme is proven to provide a good level of security in addition to a flexible scrambling level (i.e the amount of distortion introduced). Finally, it is shown that the original DVC scheme and the one with scrambling have a similar rate distortion performance. In other words, the DVC compression efficiency is not negatively impacted by the introduction of the scrambling.
INTRODUCTION
Recently, more research is performed in the field of Distributed Video Coding (DVC) 1 , a new paradigm for video compression. In DVC, the source statistics are exploited at the decoder side. In a practical scenario, this implies low power/low complexity encoders. Therefore, DVC is attractive for a wide range of applications where the computational power is sparse at the encoder. Video surveillance cameras is one important example where DVC can be used to keep the complexity low. In 2 , the issue of privacy in video surveillance is addressed for JPEG 2000 3 compression. The privacy is ensured using a transform domain scrambling of regions of interest. It is shown that the technique provides a good security level. Furthermore, the scrambling is flexible and allows adjusting the distortion introduced into the image. Nevertheless, there is a small loss in the coding performance and a negligible complexity increase. A framework for securing JPEG 4 images is introduced in 5 . It allows efficient integration and use of security tools to ensure confidentiality, integrity verification or conditional access. The latter is performed using a scrambling technique on the DCT coefficients. The problem of scrambling regions of interest for video surveillance to preserve privacy is discussed in 6 and 7 . In addition to JPEG 2000, the case of MPEG-4 8 is also considered. The latter differs from JPEG and JPEG2000 in the different encoding frame modes available in MPEG-4. For JPEG and JPEG2000, only Intra mode is possible. In other words, each frame is encoded on its own without information from its neighboring frames. On the other hand, a frame can be encoded in the predictive mode in MPEG-4. Per consequent, the scrambling has to pay attention not to introduce a drift in the prediction loop. Therefore, it has to be introduced outside of the motion compensation loop. In this paper, a scheme ensuring privacy for DVC is introduced. Moreover, secure JPEG 5 is used to encode the Key frames. For the Wyner-Ziv frames, parity bits are generated for the scrambled DCT coefficients by introducing the DCT coefficient scrambler prior to the Wyner-Ziv encoder. To recover the descrambled video at the decoder, both side information and reconstructed frame are scrambled as well. Finally, the comparison of the original and modified DVC schemes shows that they have a similar rate distortion performance. The paper is structured as follows. Initially, the paradigm of DVC and used DVC scheme are introduced in section 2. Then, the scheme is modified by introducing the DCT coefficient scrambler at both encoder and decoder side in section 3. In section 4, the security level of the introduced scheme is evaluated. Both schemes are compared in terms of rate distortion performance in section 5. Finally, some concluding remarks are drawn in section 6.
DISTRIBUTED VIDEO CODING
DVC is the consequence of information-theoretic bounds established by Slepian and Wolf 9 for distributed lossless coding, and by Wyner and Ziv 10 for lossy coding with decoder side information. In a practical scenario, lossy coding is used. In this paper, we consider the DVC architecture from 11 as illustrated in Figure 1 .
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Figure 1. DVC scheme (GOP=2)
The Wyner-Ziv encoder operates in the DCT domain. In other words, an interleaved turbo encoder is used to generate parity bits for the quantized DCT coefficients.Moreover, the quantized DCT coefficients are organized in bands, which are separated into bitplanes. The latter are organized from the most to the least significant one. The parity bits are generated for a certain number of bitplanes. As the number of bitplanes increases, the quality of the refined frame improves. The case where the Group Of Pictures (GOP) is equal to two is considered and JPEG is used as the Key frame codec. The conventionally decoded previous and forward Key frames are used to generate side information by motion compensated interpolation. To exploit the side information, the decoder assumes a statistical model, which is a Laplacian distribution of the difference between the individual DCT coefficients of the original Wyner-Ziv frame and the side information. The decoder combines the side information and the received parity bits to recover the original frame. For more details on the used DVC scheme, see 1 and 11 .
SCRAMBLING FOR DISTRIBUTED VIDEO CODING
To preserve privacy, the DVC scheme in Figure 1 is modified as shown in Figure 2(a) . First, the issue of privacy over the key frames is discussed. For this purpose, secure JPEG 5 is used to encode the Key frames with the scrambling security tool. The latter performs a scrambling in the transform domain on the DCT coefficients. It is driven by a a Pseudo-Random Number Generator (PRNG) to pseudo-randomly invert the sign of these coefficients. Now, privacy over Wyner-Ziv frames is discussed. The DCT coefficients scrambler box takes as input DCT coefficients organized in 4x4 blocks. Thus, each block contains 16 coefficients, where the top-left one is the DC coefficient. The rest are AC coefficients. If a block is scrambled, some of its AC coefficients signs are inverted. For this purpose, a PRNG is used to decide which coefficients signs are inverted. For this purpose, a random sample B(i)∈ {−1, +1} is multiplied by each AC coefficient within the scrambled block. This is illustrated in Figure 2 (b) where s is the seed initializing the PRNG and C(i) is the input transform coefficient. At the encoder, a segmentation mask depending on the scene scenario is required in order to decide which block should be scrambled. Otherwise, the scrambling can be just applied to the whole image (i.e. All DCT blocks). It is obvious that the seed parameter s constitutes the secret key that should be transmitted safely to the decoder. At the decoder, the seed s is used as input for the PRNG to generate the same sequence of numbers generated at the encoder. Thus, the same coefficients are inverted again to recover the original ones. In other words, descrambling comes down to applying the same DCT coefficients scrambler with the same key s. This should be applied to the reconstructed DCT coefficients at final stage. In addition, since the parity bits are generated for the scrambled coefficients at the encoder, the side information DCT coefficients should be scrambled as well. This is because the DCT of the side information is an estimate of the DCT frame for which parity bits are generated. This would prevent spending more rate in the Wyner-Ziv decoding process. 
SECURITY ISSUES
JPEG uses a 8x8 block DCT while the Wyner-Ziv frames are transformed by a 4x4 DCT-like transform. In the JPEG case, there are 63 AC coefficients with two possibilities per coefficient, unchanged or scrambled. Therefore, the case where the scheme is attacked by brute force, the latter will require a maximum of 2 63 per 16x16 block for a Key frame. Similarly, a complexity of 2 15 is required for each 4x4 block in a Wyner-Ziv frame. Thus, a brute force attack with a complexity of 2 15 .2 15 .2 15 .2 15 = 2 60 is necessary to break the privacy of a 8x8 block. This makes the scrambling slightly less secure for the Wyner-Ziv frames. On the other hand, it has a better precision with respect to the region to be scrambled due to the smaller transform block size. The scrambling is applied only to AC coefficients to have the visual perception of the scrambling as shown in Figure 3 , where the privacy is ensured and at the same time the scene is understood. The amount of distortion introduced is controlled by the total number of AC coefficients to which the scrambling is applied to. The smaller this number, the less the introduced distortion is.
RATE DISTORTION PERFORMANCE COMPARISON
In this section, the effect of the scrambling on the compression efficiency is studied. For this purpose, the sequence hall monitor is used to evaluate the rate distortion performance of both DVC schemes. It simulates a video surveillance scenario case. The spatio-temporal resolution used is CIF@30 fps. The following two scenarios are compared. The first one is where no scrambling is applied, which corresponds to the original scheme. The second one is where scrambling and descrambling are applied respectively at the encoder and decoder. It is obvious from the plot in Figure 4 that both schemes have a similar rate distortion performance. Thus, introducing the scrambling does not have a negative impact on the compression efficiency of the DVC scheme. The computed rate distortion points computed to compare both schemes. It can be seen that the scrambling disturbs the compression efficiency of the Wyner-Ziv codec more than the JPEG codec. The Wyner-Ziv decoder requires the Laplace model relating the side information and the original frame DCT. When the side information DCT coefficients are scrambled, their statistics are disturbed which explains the slight increase in Wyner-Ziv rate for similar quality. 
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CONCLUSION
In this paper, an efficient scrambling scheme for DVC is introduced. It is based on transform domain scrambling. For the Key frames, secure JPEG is used. Further, a way to perform scrambling for the Wyner-Ziv codec is introduced. The scrambling preserves privacy with a sufficient level of security and a flexible scrambling level. It is shown that the scrambling is not worsening the DVC compression efficiency.
